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Special Focus: Insurance Law

Cyber Insurance Law: Creativity and Possibilities Rule
Where Precedent Has Yet to Arrive

by Paul Veillon

yber crime costs companies trillions of
dollars every year,l The growth rate of
damage 1s increasing (three years ago the
Wall Street Journal reported that losses were
only $100 I:ri]liumn}2 to such an extent that
Pricewaterhouse Cooper considers it the
fastest-growing crime.” The security com-
munity and msurance mdustry both wamn
that a data breach 1s essentially inevitable for
every company (“Like a natural disaster, a
company cannot completely avoid a cyber
atl'ar.::k”).4 Small businesses are particularly
at risk for damage from which they cannot
recover.” Companies are beginning to
understand that their commercial, busines-
sowners, and marine policies do not ade-
quately cover cybercrime. Egro, cyber insur-
ance 18 the most rapidly expanding commer-
cial lines pn:rduv::t*6 Many large organiza-
tions are drafting manuscript policies.
Smaller businesses are turning to
ACE/Chubb, Lloyd’s, and other insurers
who have begun to “dip their toes™ into a
market expected to grow from virtually
nothing a few years ago to a projected $7.5
billion by 2020.7 “The market is looking to
put together a §1 billion insurance solution
for the largest organizations that exist
mda}f.”g That may be necessary for inci-
dents like the 300 million accounts stolen
from Yahoo September 229 Coverage
under the stock policies varies widely from
company to company - some insurers only
provide limited privacy liability indemnity,
while others like certain Lloyd’s underwrit-
ers have surveyed the principal cyber expo-
sures and addressed all the insurable ones. 10
Third-party information security expo-
sures generally involve a data breach that
releases a claimant’s confidential informa-
tion to somewhere on Planet Earth where it
should not reside. This mformation may
include client/customer financial informa-
tion (the claimant’s name and credit card
number i1s a less severe breach than their
name, credit card number, Social Security
Number, date of birth, place of marriage,
and so ﬁ::-rth}”Q employee information a
company should keep confidential; infor-
mation protected by privilege and/or con-
tractual non-disclosure requirements; and
data for which you are responsible released
from a third-party cloud service. The
breach 1tself exposes an insured to direct
liability, and also crisis management costs,
notification costs, and reputational harm. A

good cyber insurance policy will also
include a “catch all” insuring agreement
that simply agrees to pay vour hability and
defense costs for a data breach that 1sn’t a
specified type of privacy liability exposure.

Insureds also face first-party informa-
tion security exposures. Cyber ransom
causes business interruption and risks
costs associated with payment to unlock
valuable data.!2 Cybercrime can cause
physical system damage. 13 Spearphishing,
e.g., an email from an apparently reliable
source directing a wire transfer to an unin-
tended and nefarious target, and phishing
that induces an employee to inadvertently
expose a system or network produce harm.
Hackers commit identity theft, and not
simply on a personal scale, but from com-
panies as well. A company’s disclosing a
breach to regulators i1s essential for the
information security industry to keep up
with criminals, but that disclosure risks
reputational harm, so coverage for that
exposure and to promote the public good 1s
appropriate in the first-party context, as 18
Crisis management expense coverage.

[nsurers face a major underwriting prob-
lem because they cannot rely on historical
data to set rates and because cyber expo-
sures aggregate.m Innovative companies
are promoting products that promise to
gauge and “score” an insured to help, par-
ticularly for small businesses.!® Insurers
contemplating large risks actively involve
themselves in investigating and auditing a
company’s information security environ-
ment. Insurance agents face a steep learn-
ing curve as the market rapidly evolves
and their own understanding of their
clients’ exposures and the products avail-
able to protect them change; many agents
do not have the knowledge base to provide
appropriate purchasing advice.

Cyber insurance law is uncharted territo-
ry concerning both coverage and claims.
The cyber insurance market 1s too young for
insurance attorneys to have a collection use-
ful precedents about cyber coverage. The
appellate decisions to date have analyzed
whether traditional CGL policies - not
intended to provide cyber coverage - are
nevertheless sufficiently ambiguous to do
so. We also have conflicting appellate deci-
sions about the standing requirements for
privacy liability claimants.!® What consti-
tutes adequate benefits for crisis manage-
ment 1s open to debate since there are so few

benchmarks for managing cyber crises.
Adjusting business interruption claims,
which entail ascertaining how quickly an
insured should reasonably resume normal
operations, will be challenging because how
quickly an insured should reasonably recov-
er from a cyber incident 1S more uncertain
than from a water, fire, or other traditional
casualty loss. Many cyber insurance policies
assume that first-party benefits will suffice
to keep an insured from dissolving, but if an
incident “totals™ a small business the policy
language may be too loose to avoid litigation
over benefits owed. Benefits to cover repu-
tational harm may include the cost of hiring
a firm to conduct public relations, but some
reputational harm cannot be repaired, e.g.,
the “Panama Papers,” which Edward
Snowden Twitter-dubbed the “biggest leak
in the history of data journalism,” likely
obliterated Mossack Fonseca’s offshore
account management services for the
world’s (corrupt?) elite. And speaking of
Mossack Fonseca, does a cyber msurer have
to provide benefits for a cyber incident for
an msured whose ncome 1s derived from
questionably legitimate operations?

The last year’s commercial general liabil-
ity policy cyber coverage decisions have
been interesting, but they will mean little
moving forward. Insureds generally argue
that “personal and advertising injury” is
broad enough to encompass privacy habili-
ty arising from hacking. National Fire
Insurance Co. of Hartford, et. al. v. Medical
Informatics Engineering, Inc. et., al, is a
pending multi-district lawsuit  testing
whether a traditional CGL policy covering
“personal and advertising injury” can evade
coverage for a data breach through the pol-
icy’s cyber exclusions. L7 portal Healthcare
prevailed on such a lawsuit against
Travelers in the 4th Circuit in Apnl;
Travelers CGL policy must defend the
insured against the data breach class action
lawsuit. ] However, the consensus is that
there 1s little or no chance that new CGL
policies will fail to tighten their definition of
“publish™ and add exclusions for cyber-
related incidents.!? In time these pending
suits will have little relevance.

PF Chang’s probably won the cyber law-
suit “high profile award™ 20 16.20 The com-
pany had a CGL policy with a “Cyber
Liability” endorsement. The restaurant suf-
fered a credit card data breach and turned to
Chubb, its cyber insurer, for benefits. These
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included reimbursement of $1.9 million
Bank of America demanded in reimburse-
ment pursuant to its merchant services
agreement. Chubb paid $1.7 million for
direct privacy liability costs PF Chang’s
incurred because of the breach, but not
Bank of America’s $1.9 million because
while the policy covers “privacy injury,”
Bank of America did not suffer a “privacy
injury.” In late October State Farm won a
similar case against a grocery store.2 |
Spec’s Family Partners is presently suing
Hanover Insurance over similar damages to
those PF Chang’s suffered.?2 Cyber pol-
cies tend to have broader coverage for con-
tractual lability, e.g. CFC Underwriting
(Lloyd’s) Cyber Privacy & Media Form and
Chubb’s ForeFront Portfolio form would
arguably have paid the BOA demand.

What do we know about cyber msurance,
then? Travelers Property Casualty Co. of
America v. Federal Recovery Services, Inc. -
one of the first cyber insurance coverage rul-
ings in a E&O duty to defend case where
Travelers denied coverage because the data
breach in question did not involve its
insured’s “wrongful act” - provided litiga-
tors with some insight into judicial interpre-
tation of cyber msurance policies: the Courts
will likely apply typical CGL interpretation
practices to these novel policies despite their
novel I.angmigt::z3 That 1s to be expected,
but given the “novel language,” does not
necessarily offer tremendous insight.

Spoofed emails are another hot topic.
Fraud i1s an exposure that a variety of com-
mercial products cover, but does fraud that
happens over email tumn the scam into a
“cyber crime?” Spearphising schemes
involve an email from an apparently authen-
tic source directing someone to transfer
funds to someone else, e.g., a vendor. When
the email 1s a fake, the funds end up 1n the
wrong hands. Ameriforge Group filed such
a claim against Federal Insurance (Chubb)
under its cyber policy, alleging a “computer
fraud coverage” claim. Federal denied cov-
erage - this was fraud, not “‘computer fraud,”
and 1t was a wire transfer, but not an “unau-
thorized wire transfer” (just a mistaken one).
Off to Federal Court the parties gﬂ+24

What happens when a cyber insurer cov-
ers a claim but then unexpectedly engages
in a “chargeback?” Continental Casualty
Co. v. Cottage Health Systems involved an
insurer seeking to recover a $4 million
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privacy breach settlement payment from
its sured because Cottage allegedly
failed “to continuously implement the pro-
cedures and risk controls.”?> The Parties
dismissed the case two months after the
carrier filed it to pursue ADR.

And what about cyber insurance cover-
age that doesn 't involve defense and pay-
ment of privacy liability claims? We know
very little, if anything, about how the
courts will interpret coverage and guide
the measurement of benefits owed. A sur-
vey uncovered no cases - appellate or oth-
erwise - involving coverage for distributed
denial of service attack, ransomware, data
destruction claims, or, most importantly,
measuring business interruption benefits.

Ultimately, according to Joshua Gold,
who chairs Anderson Kill’s cyber insur-
ance recovery group, “Despite the breadth
of coverage promised by many cyber poli-
cies, there is also a lot of untested and non-
uniform fine print that some insurers will
surely seize upon to challenge claim
despite the original intent of the parties. ”26

Practicing insurance law 1n traditional
property and casualty segments i1s chal-
lenging, but cyber insurance offers an
exceptional opportunity for attorneys to
explore uncharted territory where the land-
scape 1s shaped and limited less by decades
of precedent and more by the limits of
ingenuity. Given the extraordinary size of
potential claims for these policies to cover
and the devastating impact of even modest
claims on small business, we expect insur-
ance attorneys and risk managers to watch
this rapidly developing field closely and
try to keep up.

Paul Veillon s a WSAJ EAGLE Member and
solo practitioner at Galileo Law PLLC in Seattle.
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